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People's Republic of China-Linked Cyber Actors
Hide in Router Firmware
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Executive summary

The United States National Security Agency (NSA). he US. Federal Bureau of
Investigation (FBI), the U S. Cybersecurty and infrastructure Security Agency (CISA),
the Japan National Poice Agency (NPA), and the Japan National Center of Incident
Readiness and Strategy for Cybersecurty (NISC) (hereafier referred 1o as the
“Buthonng agences”) are releasing thes jont Cybersecurty adwisory (CSA) 1o detad
activity of the People’'s Republic of China (PRC j-nkad Cyber actors known as.
BlachTech BisckTach has demonsirated capabidtes = modfyng router femware
Wit detection and explofing routers: doman-rust relatonsivgs for prating from

telecommunication sectors. Including entites that support the milltaries of the U.S. and
Japan. BiackTech actors use custom matware. dusi-use 10ols, and Iving off the land
tactics. such as disabiing logging on fouters. 10 conceal their operations. This CSA
datails BiackTech's tactics, techniques, and procedures (TTPs), which highights the
eed for mutinational corporations 10 review af subsidiary Connections, verfly acoess.
and consider implementing Zero Trust madels 10 imit the extent of & potental
BiackTech compromise.
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